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Chapter 1: INTRODUCTION
Gender Data Portal (GDP) is developed as web–based portal with central storage of gender-based indicators including SDGs and its data. The portal is used to collect, collate, track, monitor and report on gender-based indicators at country/regional level for better decision-making.
In this guide we will learn how to setup a developer computer system where we can install the required software and configure the application source code and the database to run, test and create a server executable built both for the front-end and the back-end applications.
We will also learn how to setup a web server that will host the complete web application and its database. Furthermore, we will also understand the process of mapping the domain to the server IP and use it to run the application.
Note: Web administration skills and knowledge are required to install, configure and setup the web application.
Chapter 2: TECHNICAL SPECIFICATIONS

As explained in chapter 1, the Gender Data Portal (GDP) can be deployed both in the cloud or on a physical server. This application is developed in the MEAN stack technology. The MEAN stack is JavaScript-based framework for developing web applications. MEAN is named after MongoDB, Express, Angular, and Node, the four key technologies that make up the layers of the stack.
The web application comprises of two applications, the front-end and the back-end and the data is managed centrally in a database. 
NOTE: This guide considers that both the application and the database are installed and configured on the same server.
You can setup a developer computer system on which you can copy the source code and create the executable front-end and back-end applications. These applications can than deployed on a hosting server. Let us now list down the hardware and software requirements for both the Developer system and the Hosting server.
DEVELOPER SYSTEM

HARDWARE REQUIREMENTS

	Component
	Minimum
	Recommended

	Processor
	Intel® Core i5-5300U
	Intel® Core i5-1135G7 

	Memory
	16 GB RAM
	16 GB RAM

	Storage
	240 GB SSD
	240 GB SSD


SOFTWARE REQUIREMENTS

	Component
	Requirement

	Operating System
	Ubuntu (RHEL)  20.04

	Front-end Language
	Typescript v4.0, JavaScript, HTML v5.0, CSS v3.0

	Visualization Library
	Highcharts v8.0.4

	Front-end Framework
	Angular v8

	Back-end Language
	Node.js v14.18.2, PHP v7.1

	Back-end Framework
	Express v4.16.4, Laravel v5.8

	Database System
	Mongo DB v4.2.3, Redis v5

	Server Type
	Apache2, Docker v19, Docker composer v1.27


HOSTING SERVER

HARDWARE REQUIREMENTS

The hosting server can be a cloud-based server or a physical server. Below is the hardware requirement of a cloud-based server.
	Component
	Minimum
	Recommended

	Processor
	2 vCPU
	4 vCPU

	Memory
	8 GB RAM
	16 GB RAM

	Memory
	100 GB SSD
	100 GB SSD

	Domain
	Public IP and Dedicated Domain

	Ports
	80, 443, 27017, 6379


SOFTWARE REQUIREMENTS

	Component
	Requirement

	Operating System
	Ubuntu (RHEL)  20.04

	Front-end Language
	Typescript v4.0, JavaScript, HTML v5.0, CSS v3.0

	Visualization Library
	Highcharts v8.0.4

	Front-end Framework
	Angular v8

	Back-end Language
	Node.js v14.18.2, PHP v7.1

	Back-end Framework
	Express v4.16.4, Laravel v5.8

	Database System
	Mongo DB v4.2.3, Redis v5

	Server Type
	Apache2, Docker v19, Docker composer v1.27


Chapter 3: INSTALL AND CONFIGURE

This chapter explains in detail the step-by-step process to install and configure the following:
A. Developer System
B. Hosting Server
C. Preparing the client and server applications
D. Hosting the applications on server
A. Developer System
You may want to install and configure one developer system for the following tasks:
· Copy the source code and the database
· Prepare the front-end and the back-end applications
· Run the applications for testing
The source code is written in PHP and MEAN stack which is explained in Chapter 2. To prepare the developer system you need to install and configure the following software:
1. Operating System
2. Back-end framework and language components
3. Front-end framework and language components
4. Integrated Development Environment (IDE)
5. Web Server
6. Database Server
7. Docker for Packaging
8. Other Dependencies
OPERATING SYSTEM
	#
	Software
	Version
	Function

	1
	Operating System
	Ubuntu v20
	communication bridge (interface) between the user and computer hardware


Ubuntu Installation

Step 1 - Download Ubuntu ISO

Visit the official Ubuntu website (https://ubuntu.com/download) and download the ISO image of the Ubuntu version you want to install.

Step 2 - Create a Bootable USB Drive

Use a tool like Rufus (for Windows) or Etcher (for Windows, macOS, and Linux) to create a bootable USB drive with the Ubuntu ISO. Follow the instructions provided by the tool.

Step 3 - Insert the USB Drive:

Insert the bootable USB drive into the computer where you want to install Ubuntu.

Step 4 - Boot from USB
Restart your computer and enter the BIOS or UEFI settings. Set the boot priority to boot from the USB drive. Save the changes and exit.

Step 5 - Choose Install Ubuntu

Once the system boots from the USB drive, you'll see the Ubuntu installer. Choose "Install Ubuntu" from the menu.

Step 6 - Select Language and Keyboard Layout
Choose your preferred language and keyboard layout.

Step 7 - Connect to the Internet
If you're connected to the internet, you can choose to download updates during the installation process. You can also install third-party software for graphics and Wi-Fi hardware.

Step 8 - Choose Installation Type

Select the installation type. You can choose to install Ubuntu alongside your existing operating system, replace it, or manually partition the disk.

Step 9 - Create or Select Partition

If you choose to install Ubuntu alongside an existing OS, you'll need to allocate space for Ubuntu. If you're replacing the existing OS or manually partitioning, follow the on-screen instructions.

Step 10 - Select Time Zone

Step 11 - Create User Account

Create a user account by providing your name, a username, and a password. You can also choose to log in automatically.

Step 12 - Install Ubuntu

Review the summary of your choices and click "Install" to begin the installation process.

Step 13 - Wait for Installation

The installer will copy files and install Ubuntu. This may take some time.

Step 14 - Complete Installation

Once the installation is complete, you'll be prompted to remove the installation media (USB drive) and press Enter. Do so, and your system will reboot.

Step 15 - Login to Ubuntu
After the reboot, you'll be prompted to log in with the username and password you created during the installation.

BACK-END fRAMEWORK AND LANGUAGE COMPONENTS
	#
	Software
	Version
	Function

	1
	Node js
	v14.18.2
	All backend logic is written on Node js. It executes javascript code on server side and store data on MongoDB.

	2
	Express js
	v4.16.4
	Framework provides structure to make software development easy. Express js is a Node js framework.

	3
	Nodemon
	v2.0.4
	Nodemon detects changes in the directory or files and restart the software automatically.

	4
	NPM
	v8.1.4
	NPM is a package manager for Node.js packages.

	5
	PHP
	v7.1
	Api gateway is written on PHP.  Api gateway is helps in communication between services.

	6
	Laravel
	v5.8
	Laravel is a PHP framework. It accepts all http request and forward to relevant services.


Node.js Installation

Step1 - To get this version, you can use the apt package manager. Refresh your local package index first by typing
sudo apt update

Step 2 - Then install Node.js

sudo apt install nodejs

Press Y when prompted to confirm installation. If you are prompted to restart any services, press ENTER to accept the defaults and continue. 
Step 3 - Check that the install was successful by querying node for its version number.
node -v

Express.js Installation

Step 1 - Execute the following command to update your system.
sudo apt update && sudo apt upgrade

Step 2 To bring npm up to the most recent version, we execute the following command.

sudo npm install npm@latest -g

Step 3- Execute the command below to install Express.js.

npm install express --save

Step 4 – Verify the installation
cat package.json

Nodemon Installation

Step 1 – Run the following command

npm install -g nodemon

PHP Installation

Step 1: To avoid any conflicts during the installation procedure, make sure your system is updated. This can be done using this command.
sudo apt update && sudo apt upgrade -y

Step 2: To install PHP with success you have to install dependencies and to do so run the below-given command. These dependencies might already exist on your system, however, running this command confirms their presence.

sudo apt install software-properties-common apt-transport-https -y

Step 3: The next step is to import PPA repository from Ondřej Surý who is a renowned PHP and Debian developer and maintains its packages as well as Ubuntu’s packages.

sudo add-apt-repository ppa:ondrej/php -y

Step 4: Install the required PHP versions on your system and other dependencies.

sudo apt install php7.1
sudo apt install php7.1-{cli,common,curl,zip,gd,mysql,xml,mbstring,json,intl}

sudo apt-get install php7.1-mongodb

Laravel Installation

Step 1 - download the Laravel installer using Composer.
composer global require laravel/installer
Step 2 - Once installed, the laravel new command will create a fresh Laravel installation in the directory you specify.
laravel new blog
Step 3 - Via Composer Create-Project.

composer create-project --prefer-dist laravel/laravel blog "5.8.*"
php artisan

Front-end framework and language components
	#
	Software
	Version
	Function

	1
	NPM
	V8.1.4
	NPM is a package manager for Node.js packages.

	2
	Angular Cli
	V12.0.5
	Angular Cli executes angular application and detect changes and recompile changes. It also helps in generating angular component, services, routes etc.


Angular CLI Installation

Step 1 – After installing the node.js and npm on your system, use the following commands to install the Angular CLI tool on your system.
npm install @angular/cli --location=global

Step 2 – Run the below command to check the installed version of ng on your system.
ng version

Integrated Development Environment (IDE)
	#
	Software
	Version
	Function

	1
	Visual Studio
	v17.1
	Source code editor


Visual Studio Installation

Step 1 – Updating your system before installing anything is considered a good practice, therefore, you can use the following command to perform this action.
sudo apt update && sudo apt upgrade -y

Step 2 – Now once the system is updated there are certain packages that need to be installed on your system before you install the editor.

Sudo apt install software-properties-common apt-transport-https wget -y

Step 3 – After installing the packages, the next step is to include the Visual Studio Code repository but before that Microsoft GPG key needs to be imported to authenticate the packages installed.

wget -O- https://packages.microsoft.com/keys/microsoft.asc | sudo gpg --dearmor | sudo tee /usr/share/keyrings/vscode.gpg

Step 4 – This will validate the originality of the packages installed. Now let’s move towards including the Microsoft Visual Source repository.

$ echo deb [arch=amd64 signed-by=/usr/share/keyrings/vscode.gpg] https://packages.microsoft.com/repos/vscode stable main | sudo tee /etc/apt/sources.list.d/vscode.list

Step 5 – Update the system again and simply run the below-given command on the terminal to install Visual Studio Code Editor.

sudo apt install code

Web Server

	#
	Software
	Version
	Function

	1
	Apache
	v2.4
	It is a web server. Web servers are used to serve Web pages requested by client computers. 


Apache Installation

Step 1 - Update the system using the below command

sudo apt update

Step 2 – Install using the below command
sudo apt install apache2

Database Server
	#
	Software
	Version
	Function

	1
	MongoDB
	v4.2
	MongoDB is a NoSQL database server. Database server stores data. 

	2
	Redis
	v5.0
	Redis is database server mainly used for data caching.


MongoDB Installation

Step 1 - Update the system using the below command

sudo apt update

Step 2 - Install the required packages
sudo apt install wget curl gnupg2 software-properties-common apt-transport-https ca-certificates lsb-release

Step 3 - Run the following command to import the MongoDB public GPG Key
curl -fsSL https://www.mongodb.org/static/pgp/server-4.2.asc|sudo gpg --dearmor -o /etc/apt/trusted.gpg.d/mongodb-5.gpg

Step 4 - Using the following commands, add the repository to your system right away
echo "deb [ arch=amd64,arm64 ] https://repo.mongodb.org/apt/ubuntu $(lsb_release -cs)/mongodb-org/6.0 multiverse" | sudo tee /etc/apt/sources.list.d/mongodb-org-6.0.list

Step 5 - Use the following command to install MongoDB 4.2 on Ubuntu on 20.04 LTS.
sudo apt update

sudo apt install mongodb-org

Step 6 - After successful installation, start and enable MongoDB
sudo systemctl enable --now mongod

Step 7 - Check MongoDB Status
sudo systemctl status mongod

Redis Installation

Step 1 - Update the system using the below command

sudo apt update

Step 2 – Install by using the following command
sudo apt install redis-server

sudo systemctl restart redis.service

Docker For Packaging
	#
	Software
	Version
	Function

	1
	Docker
	v19.03
	The Docker extension makes it easy to build, manage, and deploy containerized applications. Containerized applications are easy to ship from one machine to another machine.

	2
	Docker Compose
	v1.27
	Docker Compose is used to run multiple docker containers as a single service.


Docker Installation

Step 1 – Set up Docker's apt repository.
# Add Docker's official GPG key:

sudo apt-get update

sudo apt-get install ca-certificates curl gnupg

sudo install -m 0755 -d /etc/apt/keyrings

curl -fsSL https://download.docker.com/linux/ubuntu/gpg | sudo gpg --dearmor -o /etc/apt/keyrings/docker.gpg

sudo chmod a+r /etc/apt/keyrings/docker.gpg

# Add the repository to Apt sources:

echo \ "deb [arch=$(dpkg --print-architecture) signed-by=/etc/apt/keyrings/docker.gpg] https://download.docker.com/linux/ubuntu \

$(. /etc/os-release && echo "$VERSION_CODENAME") stable" | \

sudo tee /etc/apt/sources.list.d/docker.list > /dev/null

sudo apt-get update

Step 2 – Install the Docker packages.
sudo apt-get install docker-ce docker-ce-cli containerd.io docker-buildx-plugin docker-compose-plugin

Step 3 – Verify that the Docker Engine installation is successful by running the hello-world image.
sudo docker run hello-world

B. Hosting Server
Operating System

	#
	Software
	Version
	Function

	1
	Operating System
	Ubuntu v20
	communication bridge (interface) between the user and computer hardware.


Back-end framework and language components

	#
	Software
	Version
	Function

	1
	PHP
	v7.1
	Resource page is written using PHP to render resources.


Web Server

	#
	Software
	Version
	Function

	1
	Apache
	v2.4
	It is a web server. Web servers are used to serve Web pages requested by client computers.


Database Server

	#
	Software
	Version
	Function

	1
	MongoDB
	v4.2
	MongoDB is a NoSQL database server. Database server stores data. 

	2
	Redis
	v5.0
	Redis is database server mainly used for data caching.


Docker For Packaging

	#
	Software
	Version
	Function

	1
	Docker
	v19.03
	The Docker extension makes it easy to build, manage, and deploy containerized applications. Containerized applications are easy to ship from one machine to another machine.

	2
	Docker Compose
	v1.27
	Docker Compose is used to run multiple docker containers as a single service.


C. Preparing the client and server applications
C.1 Client Application
Create Dashboard build
	#
	Function

	1
	Go to app.constant.ts file and change the configuration for dashboard. See below example –

public server = 'http://kgz-gdp.itechmission.org/gdpkgz_apigateway';
public apiUrl = 'api/';
public serverWithApiUrl = this.server + this.apiUrl;
public domainName = "http://kgz-gdp.itechmission.org";
public schemeImagePath = "http://kgz-gdp.itechmission.org/schemeImages/";
public dashboardURL = "http://kgz-gdp.itechmission.org/dashboard/";
public adminURL = "http://kgz-gdp.itechmission.org/datamanager/";
public helpPdfUrl = "http://kgz-gdp.itechmission.org/help_files/";
public reportPath = "http://kgz-gdp.itechmission.org/report/";
public fourSapFiles = 'http://kgz-gdp.itechmission.org/4sapFIles/';
public resourcePath = "http://kgz-gdp.itechmission.org/resourceUploads/";

	2
	Open terminal in dashboard directory and create build of dashboard (use $ ng build --base-href "/dashboard/")

	3
	A dist folder is now created, compress the dist folder and transfer it to server via FTP.


Create Data manager build
	#
	Function

	1
	Go to app.constant.ts file and configure the server URL for Data manager.

public server = 'http://kgz-gdp.itechmission.org/gdpkgz_apigateway/';

public apiUrl = 'api/';

public serverWithApiUrl = this.server + this.apiUrl;

public domainName = "http://kgz-gdp.itechmission.org";

public schemeImagePath = "http://kgz-gdp.itechmission.org/schemeImages/";

public dashboardURL = "http://kgz-gdp.itechmission.org/dashboard/";

public adminURL = "http://kgz-gdp.itechmission.org/datamanager/";

public helpPdfUrl = "http://kgz-gdp.itechmission.org/help_files/";

public reportPath = "http://kgz-gdp.itechmission.org/report/";

public fourSapFiles = 'http://kgz-gdp.itechmission.org/4sapFIles/';

public downloadWithData = "http://kgz-gdp.itechmission.org/logs/";

public resourcePath = "http://kgz-gdp.itechmission.org/resourceUploads/"

	2
	Open terminal in admin directory and create build of data manager (use $ ng build --base-href "/datamanager/")

	3
	A dist folder is now created, compress the dist folder and transfer it to server via FTP.


C.2 Server Application
Create Deewar Image
	#
	Function

	1
	Go to .env file in Deewar directory and configure the URL for microservices as shown below –

DATAPROCESSING_SERVICE_BASE_URL=http://gdpkgz_dataimport:7071
DATARETRIEVAL_SERVICE_BASE_URL=http://gdpkgz_datasupplier:7072

	2
	In the same .env file, change the database configuration as shown below –

DB_CONNECTION=mongodb
DB_HOST=127.0.0.1
DB_PORT=27017
DB_DATABASE=gdp_kgz
DB_USERNAME=
DB_PASSWORD=
REDIS_HOST=127.0.0.1
REDIS_PASSWORD=null
REDIS_PORT=6379

	3
	Create docker image for Deewar (use $ sudo docker build --tag gdpkgz_apigateway .)

	4
	Export this image as tar file (use $ sudo docker save gdpkgz_apigateway:latest > gdpkgz_apigateway.tar)


Create Datasupplier Image
	#
	Function

	1
	Go to dataSupplier/supplyData/bin/www file and give the same port number as given in data retrieval service base URL as shown below –

var port = normalizePort(process.env.PORT || '7072');

	2
	Go to dataSupplier/supplyData/config/env.js file and write the dbconfig details as shown below –

dbConfig: {

env: "development",

db: "mongodb://10.0.0.56:27017/gdp_kgz",

port: 27017,

},

	3
	Create docker image for datasupplier (use $ sudo docker build --tag gdpkgz_datasupplier .)

	4
	Export this image as tar file (use $ sudo docker save  gdpkgz_datasupplier:latest > gdpkgz_datasupplier.tar)


Create Dataimport Image
	#
	Function

	1
	Go to dataImport/processData/bin/www file and give the same port number as given in data processing service base URL as shown below –

var port = normalizePort(process.env.PORT || '7071');

	
	Go to dataImport /processData/config/env.js file and write the dbconfig details as shown below –

dbConfig: {
env: 'development',
db: 'mongodb://10.0.0.56:27017/gdp_kgz,
port: 27017,
hostIp: '10.0.0.56',
radisPort: 6379
},

	2
	Create docker image for dataimport (use $ sudo docker build --tag gdpkgz_dataimport .)

	3
	Export this image as tar file (use $ sudo docker save  gdpkgz_dataimport:latest > gdpkgz_dataimport.tar)


D. Hosting the applications on server
	#
	Function

	1
	Open terminal and go to / var/www/ and give permissions to html file (use $ sudo chmod -R  0777 html)

	2
	Move to html (use $ cd html) and create folder with name gdp (use $ mkdir gdp)

	3
	Create a folder with name docker inside your project folder and transfer docker-composer.yml file inside that docker folder.

	4
	Transfer the following files on the server using FTP (FileZilla) –
· gdpkgz_apigateway .tar
· gdpkgz_datasupplier.tar
· gdpkgz_dataimport.tar
· dist.zip (dashboard)
· dist.zip (data manager)

	5
	In docker folder, run these commands to load the images -
· for Deewar - $ cat gdpkgz_apigateway.tar | docker load 

· for datasupplier - $ cat gdpkgz_datasupplier.tar | docker load
· for dataimport - $ cat gdpkgz_dataimport.tar | docker load

	6
	Run this command to up docker images - $ docker-compose -f docker-compose.yml up -d

	7
	Now switch to project folder (Apache root folder) and unzip the dist folder using command (use $ sudo unzip distfolder_path)

	8
	Now that you have extracted dist folder, copy the files that are inside dist folder into dashboard folder (use $ sudo cp -R dist/* dashboard)

	9
	Keep .htaccess file on your server and copy into dashboard and admin folder.
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